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Abstract

Technological development and digital transformation have facilitated access to information, but have created
major challenges related to individual rights by launching cyber attacks that expose civil and digital rights to
serious violations, as they lead to the violation of personal data privacy, access to information, leakage, and
spying on users, threatening individuals and institutions, which weakens confidence in digital systems and
government and private institutions, and disrupts and restricts the exercise of civil rights. Cyber attacks become
a tool that threatens the basic principles of human rights in the digital age and negatively affects social and
political stability, which calls for updating legislation and addressing the legal vacuum to ensure respect for the
privacy of individuals and their rights in light of the widespread use of digital technologies, achieving
international cooperation, and developing comprehensive policies that protect digital infrastructure and enhance
the protection of civil and digital rights for individuals and institutions. It is also necessary to increase
community awareness about the risks of cyber attacks to ensure a balance between security requirements and
the preservation of rights Keywords: Cyber attacks, civil rights, digital rights, artificial intelligence
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