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Abstract

The research focuses on the legal nature of cyber wars and conflicts from the perspective of international law and
an explanation of the types of cyber wars and conflicts and means of protecting cyber security that would help
prevent wars and conflicts between states, and prevent violations of the digital space of states, and reviews the role
of the United Nations in maintaining cyber peace and security, and ways Enhancing international security in its
various dimensions, and mechanisms for protecting the vital installations of states from all aspects of the illegal use
of communication and information technology. The research studies legal methods for resolving disputes,
preventing aggression, and protecting cybersecurity from threats that developed countries consider aggression that
is no different from aggression using military forces. From electronic risks that aim to threaten its security and
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sovereignty, after the penetration of its confidential information systems, or the destruction of the system of values
and morals in the international community by spreading ideas and beliefs contrary to what prevails, by applying
the precautionary - preventive / proactive or punitive means that are permitted and stipulated by the law This is why
the research process diagnoses two international options, the first: legal adaptation to cyber transformation, and the
second: legislation of cyber laws to regulate international relations in cyberspace, and for this It has become
obligatory for countries that want to preserve their security, stability, and sovereignty, protect their development
gains, and achieve progress in the digital world, to pay real attention to these means of legal protection, and to take
all necessary measures to protect users of electronic information and data from the dangers of wars and cyber
conflicts, because of this. The space has a global influence, and the research process dealt with the legal nature of
international wars and conflicts in cyberspace, which is the fifth field of interaction of states after the field of land,
sea, air and space, reviewing information crime laws, digital privacy laws, and cyberspace laws, and measuring
their suitability to confront all types of Cyber wars and conflicts between countries, and the research concluded that
the existing legal framework in the real world is applicable and must be respected even in cyberspace, as there is
no legal vacuum in cyberspace.Keywords: Legal Nature, Cyber Wars and Conflicts, Cyber security of states,

Adaptation.
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