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Abstract:
Since the middle of the twentieth century, the world has been witnessing an information revolution
embodied in the breakthroughs in the fields of information and communication technology. The
international information network has become the most important characteristic of the modern era, making
of the current human civilization an information civilization as the whole world became based on
exchanging information, building experiences, and managing data. However, despite the tremendous
positive advances that have been achieved thanks to information technology, this information revolution
was accompanied by several serious negative repercussions, the most important of which is probably the
emergence of a new category of modern cross-border crimes, usually referred to as cybercrimes that target
both people and countries. This new category of crimes has recently not only affected financial and
governmental institutions and individuals, but also it has become a real threat to the security of states and
the safety of their citizens as well as to basic infrastructures. Thus, cybercrimes have grown into one of
the major challenges facing the Kingdom, which, just like other countries in the world, has begun the
journey of digital transformation at the regional and global levels. In this context, this research comes to
highlight the difficulties and challenges posed by the fight against cybercrimes, by stressing the nature
and specificity of these crimes and the extent of the effectiveness of national and international efforts in
confronting them. The study reached a number of findings and recommendations, including the conclusion
of an international agreement to enhance international cooperation in all its forms to face the procedural
challenges resulting from transnational cybercrimes.

Keywords: Cyber Crimes - Information Criminal - Internet - Computer - Mechanisms - Combat -
International Cooperation
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